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Meltdown and Spectre Exploits

What are they?

• Meltdown and Spectre are different variants of the same 
underlying vulnerability

• They make use of ‘Speculative Execution’ to perform 
side-channel information disclosure attacks

• They affect nearly every processor made in the last 20 years 
(including IBM Power)
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Meltdown and Spectre Exploits

What do they exploit?

• The vulnerabilities work by exploiting:

Speculative Execution
– Speculative Execution allows a CPU to process 

multiple branches of a logic statement at the same 

time before the answer to the initial logic is known.

---AND---

CPU Caching
– Caching speeds up RAM using CPU cache which 

gets filled with data that the CPU will need soon or 

often
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Meltdown and Spectre Exploits

Who is Affected?
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Meltdown and Spectre Exploits

What to do for IBM i ?

• System updates
• PTFs are available for IBM i 7.1, 7.2 and 7.3

• Power System Firmware must also be applied 

*Important note: IBM recommends that all users running unsupported versions of affected 

products upgrade to supported and fixed version of affected products.

• Follow Security Best Practices for IBM i
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Meltdown and Spectre Exploits

More Information

• Links: 

– IBM PSIRT Blog (Product Security Incident Response)

• https://www.ibm.com/blogs/psirt/

• https://www.ibm.com/blogs/psirt/potential-impact-processors-power-family/

– IBM Support Bulletin: IBM i
• http://www-01.ibm.com/support/docview.wss?uid=nas8N1022433

– IBM Security Bulletins
• https://www.ibm.com/security/secure-engineering/bulletins.html
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Meltdown and Spectre Exploits
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