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Meltdown and Spectre Exploits @ ‘@J
What are they?

* Meltdown and Spectre are different variants of the same
underlying vulnerability

« They make use of ‘Speculative Execution’ to perform
side-channel information disclosure attacks

» They affect nearly every processor made in the last 20 years
(including IBM Power)
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What do they exploit?

Design flaws in new computer chips

 The vulnerabilities work by exploiting: e e Loy e

e CPU “kernel” — the core of the operating system — is leaking memory
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ZITTH Meltdown: Most dangerous flaw could let hackers
steal data such as passwords and login files
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Who is Affected?

Who is Affected

@ Meltdown Only

R Spectre Only

Premier Cloud Provider for IBM i and AIX -Data Storage
CORPORATION



2/22/2018

Meltdown Spectre
Meltdown breaks the most fundamental isolation Spectre breaks the isolation between different
between user applications and the operating system. applications. It allows an attacker to trick error-free
This attack allows a program to access the memory, and programs, which follow best practices, into leaking their
thus also the secrets, of other programs and the secrets. In fact, the safety checks of said best practices
operating system. actually increase the attack surface and may make

applications more susceptible to Spectre
If your computer has a vulnerable processor and runs an

unpatched operating system, it is not safe to work with Spectre is harder to exploit than Meltdown, but it is also
sensitive information without the chance of leaking the harder to mitigate. However, it is possible to prevent
information. This applies both to personal computers as specific known exploits based on Spectre through

well as cloud infrastructure. Luckily, there are software software patches.

patches against Meltdown.
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Meltdown and Spectre Exploits
What to do for IBM i ?

» System updates
* PTFs are available for IBM i 7.1, 7.2 and 7.3

* Power System Firmware must also be applied

*Important note: IBM recommends that all users running unsupported versions of affected
products upgrade to supported and fixed version of affected products.

» Follow Security Best Practices for IBM i
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Meltdown and Spectre Exploits
More Information

* Links:

— IBM PSIRT Blog (Product Security Incident Response)
* https://www.ibm.com/blogs/psirt/
« https://www.ibm.com/blogs/psirt/potential-impact-processors-power-family/

— IBM Support Bulletin: IBM i

 http://mww-01.ibm.com/support/docview.wss?uid=nas8N1022433

— IBM Security Bulletins

 https://www.ibm.com/security/secure-engineering/bulletins.html
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https://xkecd.com/1938/

THE MELTDOUN AND SPECTRE. EXPLOITS USE THE PHANTOM TROLLEY ISN'T
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